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Opportunistic networks

Overlap of research areas:

● Networking: routing
● HCI: privacy

Can directly exchange data between the 
mobile devices that people already carry, 
when in proximity (e.g., Bluetooth).

If many such people cooperate, can form a 
disconnected, store-carry-and-forward 
opportunistic network.“Hello, I am eating 

a pizza.”
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Problem: routing
Epidemic routing (Epid)
● Flood all links with messages.
● Will find shortest path.
● But drains batteries.

Simple social network routing (SSNR)
● From previous work.
● Social network information informs routing decisions.
● No global knowledge needed.
● At each hop, forward message to any person who is 

in the sender’s social network.
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Privacy: social graph
SSNR:

● Message includes the 
sender's complete 
social network as a 
message header.

● Privacy problem: 
Everyone who sees the 
message must know who 
else is in the sender's 
social network.

http://news.bbc.co.uk/1/hi/8517613.stm
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Privacy: location

http://pleaserobme.com/
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Research questions
● What privacy concerns do opportunistic network 

users have?
● Given the disconnect between what people say and 

what people do with respect to privacy, how might 
we measure users' concerns for systems that 
do not yet exist?

● Is it possible to build opportunistic networks that 
can mitigate users' concerns while maintaining 
routing performance?

Thesis: It is possible to maintain opportunistic 
networking performance after adding the privacy-
preserving features that users desire.
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Summary of current results

Users behave differently when participating 
in a real system, compared to a simulated 
system: more privacy-concerned in real 
system.

Users' location-privacy preferences may 
significantly impact opportunistic-
network performance.

Significant obfuscation of social-network 
information is possible, while maintaining 
good SSNR performance.
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HCI experiment: the user

We already know that users 
are concerned about 
location privacy.

Are they also concerned 
about social graph 
privacy?
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Planned experiment

Simulated opportunistic network 
application (MobiAd for 
advertising) runs on 
participants' personal Android 
smartphones, for one week.

Half of the participants made 
aware of threats to social 
graph privacy (encounters).

Look for differences in 
behaviour between 
participants.
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Outcome of pilot run

In a pilot run, a minority of users 
did self-report privacy 
concerns.

But they did not (seem to) 
change their application 
usage.

→ Plan to make privacy threat 
more prominent.
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Some questions for discussion

How can we best present threats 
to social graph privacy to 
users?

Should participants interact to 
differing degrees with the 
simulated application, then 
what are the implications for 
interpretation of the results?

How many participants should 
take part? And how should 
they be selected?
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Images used under the Creative Commons license:

● Anton Fomkin – Duracell battery AA type: <http://www.flickr.com/photos/antonfomkin/3046002213/>

● cobalt123 – SamsungSCH-u740 Cellphone: <http://www.flickr.com/photos/cobalt/1339314355>

● James Offer – CCTV Heads - d*base: <http://www.flickr.com/photos/joffley/135053360/>

● mujitra – Cyber-shot cellphone "W61S" (2008): <http://www.flickr.com/photos/mujitra/2723986495>

Logos:

● Google Buzz, <http://www.google.com/buzz>
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