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ABSTRACT

As Mobile IP is deployed, sothe requirementsgor its deployment
evolve, reRectingheactualuseof IP networkstoday Thisincludes
theability to useMobile IP with IPsec NATs andmulti-homednet-

works. Furthermorenew requilementsariseas peoplestartto use
IP in scenariosvherethe whole network is mobile (e.g. military

networks), andwhereedge-netwrks may not be IP-enablede.g.
sensometworks), but thereis a requiremento interoperateacross
anlIP network. In all thesecasesratherthanengineeing retro-pts,
creatinganincreasinglycomplex network landsapewith possible
unforeseelfieatureinteractionsanddependenciesye would prefer
anintegratedarchitecturakolution. We presentfrom our ongoing
work, a solutionthatwould seemto meetall theseneedsthrough
a modibeduseof namingand addressing.Our proposalis incre-
mentally deployable and existing core network route's & routing
protocolsneednot change.

Categoriesand Subject Descriptors

C.2.1[Network Ar chitecture and Desigr: Network communica-
tions; C.2.2[Network Protocolg: Protocolarchitecture

General Terms
Design
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1. INTRODUCTION

At present,the Mobile IP standardshave limited deployment.
While link-layermobility (e.g.IEEE802.11wireless)canbeuseful
for mary situations,t cannot solve all of the mobility challenges
that usersfacetoday The rise of variousmiddleboes, suchas
Network AddressTranslatordNATs) andbrewall devices,overthe
pastdecadenakesMobile IP evenmorechallengingo deploy.

Existing approacheso mobility have signibPcanboperationals-
sues. This sectionoutlinesthe currentapproacheso nodemobil-
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ity. For mobility, the IETF hascreatedwo differentspecibcations,
Mobile 1Pv4 [11] and Mobile IPv6 [5]. Mobile IPv6 is a direct
derivative of Mobile IPv4. Neitherof thesespecibcationis widely
deployed asyet. Both arecomplex. Both have numerousopera-
tional challengesVariousadditionsto eachhave beenproposedn
numeroudnternet-Drafts.

1.1 Mobile IPv4

The basic principle of Mobile IPv4 is that paclets from Cor-
respondeniNodesalwaystravel to the Mobile Node®conceptual
homeaddressH, locatedat the IP network that forms the node®
HomeNetwork (HN). Then,if the Mobile Node (MN) is not con-
necteddirectly, a Home Agent (HA) locatedon that last-hopIP
subnetvark will acceptthe pacletsaddressedb the Mobile Node
and forward them to the Mobile Node® current location, at its
Care-of-AddresgCoA), using IP-in-1P tunnelling of the original
paclet. However, pacletsfrom the Mobile Nodeto the Correspon-
dentNode(CN) travel directly, usingnormalrouting, (exceptwhen
theCN isitself mobile,in which casethereturnpacletstravel back
to the CN via the Home Agent acting for the CN). This paclet
forwardingpathforms a trianglewith verticesat the CN, the HA,
andthe MN. EachMobile Noderequiresat leastonetrustworthy
Home Agentto forward trafbc on its behalf. The presencef this
triangleroutingmayincreasehelateng for paclettravel from the
Correspondeniodeto the Mobile Node. Additionally, the path
asymmetrymay perturbsomeprotocolbehaiour at higherlayers,
e.9. TCPO®Q\CK clockingCbehariour for ratecontrol.

Figurel shavsthenetwork handof diagramfor anetwork-layer
handof usingMobile IPv4. SincelPv4 doesnot supportstateless
auto-conbguratiolHCPIis included.After movementis detected,
thereis time periodof around3 round-triptimes(RTTs) beforedata
canfBow from the correspondemodeto themobile node.

1.2 Mobile IPv6

Mobile IPv4 andMobile IPv6 arebasedon the sameunderlying
conceptsbut the implementationdetails are someavhat different.
First, the similaritieswith Mobile IPv4 will bediscussedandthen
thedifferences.

With Mobile IPv6, eachMobile Node (MN) hasa permanent
IPv6 addresswhich is calledits HomeAddress This is usedasa
stableidentiperfor the Mobile Node. For example, TCP session
stateis boundto the Mobile Node®HomeAddress.So, regardless
of wherethe Mobile Nodeis connectedo the network, transport-
layer protocols(e.g. TCR, UDP) and applicationprotocolsname
thenodeusingits HomeAddress.As with Mobile IP, a Correspon-
dentNodethatwishesto communicatevith the Mobile Nodewill
sendpacletsto the Mobile Node&HomeAddress.Then,a Home
Agent (HA) locatedon the samelP subnetverk asthat Home Ad-
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Figure 1: Mobile IPv4 handoff time-sequencealiagram

dresswill forwardtrafbcto theMobile Nodeatits currentlocation.
The Mobile Node&currentlocationis indicatedby its Care of Ad-
dress which is usedasa locator Trafbc forwardedbetweenthe
Home Agentandthe Careof Addressis sentvia an IP-in-IP tun-
nel. The Home Agentalsorespondgo IPv6 NeighborDiscovery
protocolmessagesncluding DuplicateAddressDetection(DAD),

thatareintendedfor the Mobile NodeandarepresenbntheHome
Address€subnetvork whenerer the MN is absent.Duplicate Ad-

dresDetectionsignibcantlyslows the network-layerhandof time,
which hascausedhe IETF to explore waysto optimiseDAD.[14,

7, 8] Mobile IPv6 introducesanew Mobility Heademwhichis used
to carryvariousmobility-relatedcontrolmessagelsetweertheMo-

bile NodeandtheHomeAgent. Thesecontrolmessagepermitthe
Mobile Nodeto inform the Home Agentof ary changedo its cur

rentlocation,including whenthe Mobile Nodecomeshometo its

HomeAddress.

Unlike Mobile IPv4, paclets from the Mobile Node are tun-
nelledbackto the Home Agent, decapsulatedtom the tunnel by
theHomeAgent,andthenareforwardedalongto the ultimatedes-
tination. This IPv6 tunnellingincursa bxed 40 byte overheadper
paclet tunnelled. So the OtriangleroutingGissueof Mobile IPv4
doesnot exist in the sameform with Mobile IPv6. This difference
helpsensurehattrafbcfrom the Mobile Nodewill notbedropped
dueto ingresdP addres®ltering.[3] Unfortunatelythis tunnelling
is computationallyexpensve, increasesateng, andcausepaclet
fragmentation.

In orderto eliminatesomeof this tunnellingandalsoto genef
ally reducepacletlateng, Mobile IPv6 hasanoptionalmechanism
to provide RouteOptimisaton. With this mechanismthe Mobile
Nodeinformsthe Correspondenitiodeof its actuallocationwithin
the network by exchangingbinding update(BU) messagesThis
optimisationreduceshe chancethat pacletswill needto be frag-
mented,and generallyreducesthe round-trip time, but the addi-
tional overheadof the Home AddressOption or Routing Header
meansthat somepacletswill still needto be fragmentedorior to
transmissiorandreassembledponreceipt.

Figure2 shavsthepaclettime-sequencdiagramfor anetwork-
layer handof using Mobile IPv6. SincelPv6 includesstateless
auto-conbguratioDHCPis omitted. After movementis detected,
thereare 3 round-tripsplus Duplicate AddressDetection(DAD)
delaysfor 2 differentaddresseglink-local andglobal unicasj re-
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Figure 2: Mobile IPv6 handoff time-sequenceliagram

quired before datacan Row from the correspondennhodeto the
mobilenode.

2. MOBILITY THROUGH NAMING

This sectiondiscusseur claimsthat ILNP could be usedto
provide a suitablesolutionfor the key problemspaceof enabling
mobile hostsandmobile networks.

Insteadof proposingnew additionsor changedo the existing
Mobile IP protocols,we seeka new approacto mobility basecon
theprincipleof separatinghenamedor Identity from Location. At
presentthe depbyed Internetusesthe samename,an IP address,
sometimego identify endnodes(e.g. by TCP or UDP), andother
timesto locate an endnode(e.g. by routing protocols). Various
issuesarisefrom this semanticoverloading.We seekto solve them
by breakingthe IP addresdnto two separateparts. The brstis
calledanldentiberbecausdt is only usedasanendnodeidentiber
(e.g.with TCPor UDP). Theseconds calleda Locatorbecausét
is only usedby thenetwork-layerto sendpacletsto thesubnetvaork
wherethenodeis located.While this canbe undertalenwith either
IPv4 or IPv6, the expositionis simplerif oneconsiderdPv6.

2.1 SeparatingLocation from Identity

TheldentiberLocatorNetwork Protocol(ILNP) [1] proposedo
split the IP Addressinto two distinct components.The brstcom-
ponentis the Locator A Locatornamesa singlesubnetverk andis
topologically signibcant. The secondcomponenis the Identiber
An ldentipernamesa single nodeandis not topologically signif-
icant. This split is believed to enableanimproved network archi-
tecture particularlywith respecto mobility andmulti-homing. In
the new architecturethe setof Identibersusedby a nodecanbe
very long-lived, but the setof Locatorscould be very short-lived.
As anodemovesfrom onepoint of network attachmento another
the Identiber(s)typically are constant,but the Locator(s)change
with eachmove to a differentsubnetverk. With ILNP, upperlayer
protocols(e.g. TCPR, FTP)includetheldentiber|, in their session
state but never includethe Locatorin their sessiorstate. We note
that separating_ocation from Identity to supportmobility is not
new; certanly the concepthasbeenproposedn NIMROD, in the
GSEproposalor IPv6,andin HIP.[2][12][10][9]

We call our approachlLNPv6 asit is derived from IPv6. We



usel28-bitaddresseasin IPv6, but usethe high-order64 bits of
the addresgqalso called the Routing Prebx)as our Locator L. A
Locatornamesa sub-network, notanendnode. Thelow-order64-
bits of the IPv6 addresdecomeour Identiber |. Identibervalues
areextremey likely to be globally unique, becausef theway that
they are created,and always mustbe uniquewithin the scopeof
agivenLocator By default, [dentiPervaluesarein IEEE EUI-64
format and areformedfrom oneor more [IEEE MAC address(es)
associatesvith thenode. Whencreatedn thisway, Identibersare
normally globally unique? However, ILNP only requiresa very
high probability tha the Identiberis globally unique.[1]If there
were two nodeson the global Internetthat happenedo acciden-
tally beusing thesameldentiberanothe nodecouldcommunicate
with both of thosenodessequentiallybut could not communicate
with bothat the sane time. Note thatthe IdentiPerdoesnot name
aninterfaceandis not tied to the interfacefrom which it takesits
value;a MAC addressimply providesa convenientway to create
an Identibervery likely to be uniquewithin the scopeof a given
Locator

2.2 ILNPv6

ILNPv6 canbe implementedas a setof backwards-compatible
extensiondo IPv6. ILNPv6 useshe samepaclet headeformatas
IPVv6, exceptthateach128-bitIPv6 Addressheldis splitinto sepa-
rate64-bit Locatorand64-bit Identiberbelds.Sothe SourcelPv6
Addressbeldis split into a SourcelLocator beldand Sourcelden-
tiber beld,while the DestinationlPv6 AddressPeldis splitinto a
DestinationLocator beld and a Destinationldentiberbeld. With
ILNP, theldentiperbeldis alwaysformedfrom anIEEE MAC ad-
dressassociatedwith the node. This might be any MAC address
thatbelonggo thenode,becauseheldentipbemamesanoderather
thannaminganinterfaceof anode.

0 1 2 3
01234567890123456789012345678901
B

|Version| Traffic Class | Flow Label |
B o T e T L e o L

| Payload Length | Next Hdr | Hop Limit |
| |
+ Source Locator +
| |
e T T e T

| |
+ Source Identifier +
| I
B T S S e s o

| |
+ Destination Locator +
| |
+ Destination Identifier +
| I
T e B S

Figure 3: ILNPv6 packet header

With ILNPv6, upperlayer protocols(e.g. UDP, TCP)aremodi-
bedto only usethe 64-bit IdentiPervalues.For example,the TCP
pseudo-headethecksumfor ILNPv6 only usesthe 64-bit Iden-
tibers, never the 64-bit Locators. The Locator values are only
usedhby the network-layer and only for forwarding paclets be-
tweensourceanddestination.This decouplingmeanghatchanges
to Locatorvaluesareinvisible to the transport-layeandotherup-
per protocollayers. In turn, this facilitatesa simplerapproacho

!ldentibervaluescanbe formedin otherways but we deferthat
discussiorbecaus®f lack of space.

2The exceptionherewould be if a single MAC addressvere ac-
cidentallyburnedinto two differentsystemsdueto manufcturing
error.

mobility andmulti-homing. This alsomeansasa sideeffect, that
NAT, which would only affect the Locators,hasno impacton the
transport-layeor otherupperlayerprotocolswhenlLNP is in use.
IPv6 NeighborDiscoveryis usedunchangedn ILNPv6, solast-
hoproutes neednot change Also, sincethe Locatoris effectively
thelPv6 routingprebxiit is clearthatcoreroutersandrouting pro-
tocolsneednot change.A mobile nodemay discover its Locator
value much the sameway it might discover its IP routing prebx
today throughRouterAdvertisementandRouterSolicitations.
Also, we proposethata new, moreabstractnetworking API be
provided. Unlike the currentBSD Socletsparadigm this new in-
terfacedoesnot useaddressesr the sockaddmatastructure.The
new AP| usesdomain-namesnsteadof addressegand service-
namesnsteadof portnumbers) While currentapplicationshave to
call separatelynto the DNS Resoler library to translateDNS in-
formationinto numericvaluesthatcanbeplacedinto a BSD sock-
addrdatastructureto be givento the BSD Socletsinterface,in the
future, applicationscanjust provide the domainnameinformation
to create,open,or responcdto a network session.In this, we fol-
low theexampleof the Java programmindanguagewhich already
offersamoreabstractedietworking API optionto applicationwrit-
ers. We believe thatthis new API will prove easierto use,making
it easierandfasterto createnew networking applicationsThe new
API, by providing datahiding of lower protocollayer details,en-
couragesapplication authorsnot to delve into the lower protocol
layerdetailswhendesigninganapplicationlayer protocol.

2.3 Domain Name SystemUsagewith ILNP

ILNP requiresthe creationof two nev Domain Name System
(DNS)Resourcérecordsanl recordandanL record.Thel record
is usedto hold the IdentiPer(s)associatedvith a domain-name,
while the L recordis usedto hold the Locator(s)associatedvith
that samedomain-name Normally, if onerequess eitherthel or
L recordsfor a given domain-namethenall | andall L records
associateavith thatdomain-namearereturned.

As an optimisation,three other DNS resoure recordsare also
added.The PTRL andPTRI recordsareused togetherto perform
areverselookup. Whenone performsa PTRL lookup on a given
Locator value, the fully-qualiPed domain nameof the authorita-
tive DNS sener for that subnetverk is returned. In turn, if one
then sendsa PTRI lookup requestwith someldentibervalue to
thatauthoritatve DNS sener, thenthefully-qualiPeddomainname
(FQDN) of the nodeon that subnetvark with that Identiberis re-
turned.(TheLP recordis discussedn Section2.5below.)

With the currently deployed IPv4 Internet, scalability of DNS
dependsipontheability of lower-level (i.e. closerto the enduser)
DNS resolersto cache(1) the NS recordsusedto indicatezone
delagation® and(2) alsotheA recordsf theupperlevel (i.e. closer
to theroot) DNS senersassociatedvith thoseNS records.In turn,
this dependaiponthatsmallsetof NS andA recordshaving mod-
eratelylong lifetimes. Many top-level DNS seners, for example
F-Root, use BGP arycastingwith replicatedseners, ratherthan
BGP site-multihoming.[4]The BGP arnycasttechniquesvork un-
changedwith ILNP, so upperlevel DNS seners can continueto
have modeately long lifetimes for their A (or AAAA orL & 1)
records.Also, DNS resolherswill continueto cachelearnedDNS
resourcaecordsfor the conbguredifetimes of eachlearnedDNS
resourcerecord. So the deployjed DNS will continueto scaleas
well with ILNP asit doesfor the currentlPv4 Internet.

In practice,the currently deployed IPv4 Internetis heavily de-
pendentuponthe properoperationof the Domain Name System.

3For example the delegation by aroot sener of .COMto someset
of authoritatve DNS seners.



InternetServiceProvidershave understoodor morethanadecade
thatusersareunableto distinguishNetworknotworkingfrom DNS
not working For example,while in theory one might usea raw
IPv4 (or IPv6) addresgo connectto someweb sener, it is very
likely thatthe web pagereferencedwill in turn referencedomain
namesmbeddedh URLsfor externalobjectsrequiredto loadthat
singlewebpageproperlyin one€webbrowser As asecondsxam-
ple, mary deplojed network AccessControl Lists (ACLS) require
that DNS reverse(i.e. PTR)lookupsof the originator®IP address
resole properlyto afully-qualibeddomainname.SuchDNS res-
olution will fail, of coursejif the DNS itself is down. In turn, this
will causehe ACL ruleto drop pacletsfrom the originator In the
particularcaseof IPv6, usershave found it awkward to useraw
IPv6 addressedecauseof the increasedaddresssize (compared
with 1Pv4) and hexadecimalformat. For ILNP senersor clients
that arerelatively stationary one could hand-conbguréhe L and
| valuesfor thatnodeinto one®applicationandILNP would con-
tinueto work. Hence the Internetédependaceuponproperoper
ation of the DNS continuegto exist with ILNP, but is neithernew
nor madeworseby ILNP in practice.

Similarly, with the currentlydeployed IPv4 Internet,evenif one
hasan IP addresdor a givennode,attemptgo usethatIP address
to reachthe nodemight not succeedn all casesThereareawide
rangeof faultsthat might causesuchconnectionattemptsto fail.
In the simplestcase onemight have thewrong IP addresdor that
node? Alternately the nodeitself might be down. Also, the node
might be a laptop computerthat is up but not connectedo the
global Internetat that moment,or theremight be a routing fault
someavherealongthe pathfrom the originatorto the destination.
With the currentinternet,it is oftenimpossibleto know which of
thesecausess preventingthe connectiorattemptfrom succeeding.
Sotheinability to know which faulttypeappliesto agivenconnec-
tion failureis neithernew nor madeworseby ILNP.

2.4 Mobile Hostswith ILNP

With ILNP, mobility supportis a native propertyof the network
protocol, ratherthanan add-onprotocol. In fact, with ILNP, mo-
bility andmulti-homing are supportedby a commonsetof mech-
anisms. When a mobile node changesits location, its Locator
will change. At tha point, the mobile nodesendsICMP control
message® Locator Update(LU) message® to all existing cor-
respondentsnforming of the node®new Locator(s). TheselLU
messageareauthenticatedo preventforgery attacks eitherusing
a lightweight non-cryptographienethodthat preventsoff-path at-
tacksor usingmore comprehensie cryptographicauthentication.
Additionally, the mobile nodeupdatesthe setof L recordsin its
DNS entry by using SecureDynamic DNS Update.[13]If the di-
rectlICMP messagearenot deliveredto anexisting correspondent
for any reasonthenthatcorresponderntanlearntheupdaedLoca-
tor(s) by making a DNS query New correspondentwill discover
the currentLocator(s)throughthe DNS aspart of the normalses-
sioninitiation process.Sowith ILNP thereis no routingtableim-
pactdueto mobility and we eliminatethe protocol compleity of
the currentMobile IP techniques.

NeitheraHomeAgentnor a ForeignAgentis neededor ILNP,
unlike both Mobile IPv4 andMobile IPv6, sincelLNP nodessup-
port IETF SecureDynamic DNS Update. SecureDynamic DNS
Updatedoesrequirea packet exchange but this paclet exchange
neednot be initiated or completedbefore the Mobile Node up-

“For example becaus®HCPwith dynamiclP addressings in use
andthe node®IP address/ariestemporallyor becausef renum-
beringor becausef anupdatingfaultwhenusingtheexisting IETF
standardSecureDynamicDNS Updateprocedure.
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Figure 4: ILNP mobility handoff time-sequenceliagram

datesits existing correspondentwith the Mobile Node®new lo-

cationusinga LocatorUpdate(analogougo the IPv6 binding up-

date). Microsoft Windows XP clientsand senerssupportSecure
DynamicDNS Update soit is widely available.[6]Further Secure
DynamicDNS Updat is usefulin the currentinternetandalready
is deployed in someplaces. Anotherpotentialissuewith ILNP is

its relianceon DNS Securityto authentiatedomain-nameldenti-

ber andLocatormappings However, ILNP usestheexisting DNS

Securitymechanisndesignedor the P Internet. Thedeployed IP

Internethassignibcanvulnerabilitiesif DNS Securityis notin use,
sowe needDNS Securityfor the existing IP Internet,i.e. indepen-
dentof the questionof usewithin ILNP.

Duplicate AddressDetection(DAD) is not requiredfor ILNP
becausehe Identiperis formed from an IEEE identiberalready
presentwithin the node, unlike Mobile IPv6. The IEEE EUI-64
valueis very probablyglobally unique. However, link-layer com-
municationswill fail bPrstshouldmorethanonenodeon the same
link try to usethe sameMAC address.So ILNP doesnot needto
considerthatcase.Theabsencef DAD reduceshenetwork-layer
handof lateng.

ILNP never requirespaclet tunnelingand always usesoptimal
routing throughthe normalrouting mechanismsunlike both Mo-
bile IPv4 and Mobile IPv6. The elimination of tunnelling might
signibcantlyimprove performancebothdueto the optimisedrout-
ing of pacletsandthe absenc®f paclet fragmentation/reassembly
dueto tunnellingoverhead.

Figure3 shavsthe paclettime-sequencdiagramfor anetwork-
layerhandof usingILNP. SincelLNP supportstatelesauto-conbguration,
DHCP is omitted. After movementis detectedpnly 1 RTT and1
LocatorUpdatearerequiredbeforedatacan3ow from the corre-
spondennodeto the mobile node. ILNP canprovide muchlower
network-layerhandof lateng thaneitherversionof Mobile IP.

2.5 Mobile Networks and Multi-homing

An increasingconsideratiowith IP is thatof multi-homing(in-
dependenbf Mobile IP). Additionally, thereis a growing interest
in mobile networks, i.e. from the IETF NEMO WG charter:

OTheNEMO Working Group is concernedwith manaying the
mobility of an entire network,which changes,asa unit, its point of

Shttp://wwwietf.org/html.charters/nemo-charteim|



attachmentto the Internetandthusits readability in thetopolagy.
The mobile networkincludesone or more mobile routers (MRSs)
which connectt to theglobal Internet.

A mobile networkis assumedo be a leaf network,i.e. it will not
carry transittrafbc. However, it couldbemultihomedeitherwith a
singleMR thathasmultipleattachmentgo theinternet,or by using
multiple MRsthat attach the mobilenetworkto the Internetd

With ILNPv6, multi-homing,nodemobility andnetwork mobil-
ity are essentiallyhandledby the samemechanism:throughthe
changen thevalueof the Locator L. Whena mobile nodemoves
to anotherP sub-netvark, it will changeits valueof L, discover-
ing a suitablevaluelocally from RouterAdvertisementsAn ILNP
nodemay hold andusemorethanonevalue of L concurrentlyif
it is multi-homed,whetherthrougha singlerouterthathappenso
be multi-homed,or throughmultiple routers,eachoffering a dif-
ferentvaluefor L. With ILNP, a mobile nework canbe seenasa
specialcaseof multi-homing: valuesof L canbe changedassite
connectvity changes.

ILNP addsan additional DNS resourcerecordto enablesim-
ple andscalablemobile networks. We introducethe useof afully
qualibeddomainname(FQDN) to namea mobile network, intro-
ducinganextralevel of indirectionin naminga node.A nodethat
is connectedo a mobile network may usea LP (LocatorPointer)
recordin theplaceof anL record.WhereaL recordwould provide
a 64-bit Locator associatedvith the node,a LP recordprovides
the FQDN of the mobile network that the nodeis connectedo.
Soif onedoesanL recordlookupona node&domain-namethel
records) recordqif arny), andLP recordsareall returned.Thecor
respondenthenperformsanL recordlookupin the FQDN found
in the LP recordto learnthe actualnumericLocatorvalue.TheLP
recordis a performanceoptimisation;one could useindividual L
recordsatthecostof numeroudDNS updatedeingrequiredwhen
amobilenetwork moves.

Of coursewhilst we have describedhis mechanisnfor usein
mobile networks, it is alsousefulfor PxednetworksusingILNP. In
all casesijt actsto reducethe volumeof the datain a DNS sener
for asiteandalsoto improve manageabilityof the DNS data.

3. OTHER BENEFITS

With our discussionabove, ILNP could be consideredyet an-
other IP mobility proposal So, in this section,we try to address
our claimsthat ILNPv6 would have additionalbeneptsn the net-
work architecture.Note that thesebenebtsare useful in general,
and not just for mobile IP networks. It is alsoimportantto note
thattheseareall native capabilitiesthatnaturallyarisefrom theen-
hancednamingschemeratherthanbeingbolted-onwith special-
purposamechanisms.

3.1 NAT For Free

As we have notedabove, with the useof IP addressetoday as
the Transportprotocolstateis tied to the whole of the IP address,
operationof localisedaddressingisingNetwork AddressTransla-
tion (NAT) causesroblams for end-to-endcommunication. The
NAT box mustperforma large amountof work perpaclet, aswell
ashold someapplicationstatein somecasesWith ILNPv6, asonly
theldeniberis usedin Transportsessiorstate,andis not usedfor
routing, the Locatorvaluecanbe changedy the NAT asrequired,
withoutaffectingtheend-to-encconnectiorstate. SONAT andmo-
bile nodespr evenmobilenetworks,canwork togethereasilyusing
ILNP.

3.2 IP Security Without the Fuss
IETF IP Securityalwaysneedednodeidentiberthatwasnotan

IP addresshut nosuchnamespacexistsin thecurrentarchitecture.
So,|P SecurityAssociationgSAs)wereboundto IP Addressein-
stead. With ILNP, IPsecSecurity Associations(SAs) are bound
to the Identibervaluesonly, not to the Locator values. Further
the IP AuthenticationHeaderomits the Locator beldsin its cal-
culations. Thesechangeslo not introducenew attacks. Together
this meanghatAH andESPnow will work througha NAT device
without requiringary specialOMT TraversalGupport.IPsecSAs
retain end{o-endstatethroughuseof the Identibervalue,andso
will work with NAT, mobile nodes,and/ormobile networks. We
arecontinuingto explorethe securityramibcation®f ILNP.

3.3 Mobile and Network Realms

Thereis growing interestin usinglP for providing communica-
tion mechanismbetweemon-IPedgenetworks. Whilst tunnelling
is always possible,and may be the most appropriateand desir
ablemechanisnin someapplicationsa morelightweightandgen-
eralapproachHor communicatiorbetweerdifferentnetwork realms
may bedesirablegspeciallyfor somemobile applications.

We note from our discussionabove that while the Locator has
a well-debPnedsemanticfor the IP network layer, the IdentiPeris
opaqueandits valueis notimportant.Similarly, the Transportayer
stateis not tied to the Locator only to the IdentiPerand doesnot
malke useof the Locatorvalue. So, it shouldbe possible,in prin-
ciple, to run TCP and UDP acrossnon-IP protocolsat the edges
of thenetwork andstill allow end-to-enccommunicabn acrossan
IP core, given a suitablenetwork layer gatevay at the boundary
betweerthe IP andnon-IPnetwork realms.

For example thereis muchinterestin useof wireless andmobile
sensor/actuataretworksandsud edgenetworksthatmaynotuse
IP. However, an Identibervalue could be usedin sensor/actuator
devices,especiallyoneformedin theIEEE EUI-64 syntax,in order
to allow stateto be maintainedacrossetwork realms.

Also, MANETs may benebfor inte-MANET communication,
or communicatiorwith non-MANET nodesthroughthe useof a
namingapproactbasedn ILNP.

3.4 IncrementalDeployment

We believe that ILNPv6 canbeincrementallydeployed. As we
have explainedabove, asthe most-sgnibcant64-bits of the ILNP
addresstheLocator coincidewith thelPv6routingprebx thecore
routersandrouting protocolsdo not have to change.

Of course gnd-systenmetworking softwarewill needto change.
The network layer operationwill be modibedto recognisethe I:L
splitin the IP addressandalsoto keepstatefor currentl:L bind-
ings. NeighborDiscovery shouldnot have to change however. It
shouldbe possibleto have mixed concurrenioperationof ILNPv6
andIPv6, on a persessiorbasiswith ILNPv6-enablechodes.

We believe that a versionof ILNP basedon IPv4 is also possi-
ble. Engineeringvould not be aselegantasfor ILNPv6, usingthe
currentlPv4 addressasthe valuefor L, andrequiring anIP option
headerto carry the | value. However, given the discussiorabore
onNetwork Realmsatthis point, we believe protocolsabose ILNP
shouldbeableto interoperatehroughgatevays.

Themostdisruptive changeto existing infrastructures likely to
be the increasedrelianceon DNS. Although we believe that for
small scaledeploymentandtesting,a modibedhostsble could be
used,for operatonal deployment, the DNS hasto be upgraded.
Eventhen,no wholesaleupgradeto all DNS senersandlibraries
is required:only thoseservinglLNP nodesneedthe new records,
(L, I, PTRI, PTRL, LP), andthenonly thoseservingmobile nodes
needthe DynDNSandDNSsecsupport.



3.5 NoFreelLunch

Themainpotentialissueis felt with thenew useof naming.Net-
work interfacesno longerhave a globally routablename,asthey
have with IPv4 andIPv6 addressesThis is likely to affect some
network managemenapplicationsmost. For example,this might
requirechangeso SNMP MIBs andSNMP applications.

In someexisting applications, notably FTR, the IP addressis
(mis)usedasanapplication-layename.NATs alreadyhave to deal
with this. Suchapplicationswill have to be modibed.Indeed,ap-
plicationswill beforcedinto specifyingapplication-specibname-
spacesratherthanjust usinga namspacehatis derived from the
use of IP addresses.We encourageapplicationsto use domain
namesinstead,however (seediscussiorabose on a new API). Of
course somengwork managemenrdpplicationsmight still needto
usel andL valuesdirectly; thisis not precluded.

Relianceon the Domain Name Systemis more explicit with
ILNP, which is a naturalconsequencef the focus on the useof
namesanddynamicnamebindingsbetweenobjectsto implement
the mobility and multi-homing functions. However, the potential
issuesfrom DNS faults alreadyexist with the deployed IPv4 In-
ternetandexisting IETF DNS standards Apart from the bve new
recordtypesproposedi.e. |, L, PTRI,PTRL, LP), the SecureDy-
namicDNS UpdateandDNS Securitymechanismsrealreadyde-
bPnedandarebeingdeploedindependentlyf ILNP: ILNP simply
leveragegheir existing standardisatioandgrowing availability.

4. CONCLUSIONS

Whilst our work is ongoing,andwe have not completeda proto-
type, we take the positionthatgiventhe right namingarchitecture,
mobility becomes naturalcapability of the network. Without re-
quiring specialpurposemobility infrastructurethat might be hard
to implementand deploy, expensie to operateand maintain,and
without the needfor mobile-specib@ngineeringenhancement,
is possibleto offer mobility asa prstclassfunction integratedin
thenetwork architecture.

In the next 12 months,we intendto build aninitial prototypeof
ILNP in BSD Unix andtestit betweenSt Andrews and London
usingthe UK JointAcademicNetwork (JANET).
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