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ABSTRACT
As Mobile IP is deployed, so the requirementsfor its deployment
evolve,reßectingtheactualuseof IP networkstoday. Thisincludes
theability to useMobile IP with IPsec,NATsandmulti-homednet-
works. Furthermore,new requirementsariseaspeoplestartto use
IP in scenarioswherethe whole network is mobile (e.g. military
networks), andwhereedge-networks may not be IP-enabled(e.g.
sensornetworks),but thereis a requirementto interoperateacross
anIP network. In all thesecases,ratherthanengineering retro-Þts,
creatinganincreasinglycomplex network landscapewith possible
unforeseenfeatureinteractionsanddependencies,wewouldprefer
anintegratedarchitecturalsolution.We present,from our ongoing
work, a solutionthatwould seemto meetall theseneeds,through
a modiÞeduseof namingandaddressing.Our proposalis incre-
mentallydeployableandexisting corenetwork routers & routing
protocolsneednot change.

Categoriesand SubjectDescriptors
C.2.1[Network Ar chitectureand Design]: Network communica-
tions;C.2.2[Network Protocols]: Protocolarchitecture

GeneralTerms
Design

Keywords
Naming,Addressing,Routing,IdentiÞer, Locator, Mobility

1. INTRODUCTION
At present,the Mobile IP standardshave limited deployment.

While link-layermobility (e.g.IEEE802.11wireless)canbeuseful
for many situations,it cannot solve all of themobility challenges
that usersfacetoday. The rise of variousmiddleboxes, suchas
Network AddressTranslators(NATs)andÞrewall devices,over the
pastdecademakesMobile IP evenmorechallengingto deploy.

Existing approachesto mobility have signiÞcantoperationalis-
sues.This sectionoutlinesthe currentapproachesto nodemobil-
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ity. For mobility, theIETF hascreatedtwo differentspeciÞcations,
Mobile IPv4 [11] and Mobile IPv6 [5]. Mobile IPv6 is a direct
derivativeof Mobile IPv4. Neitherof thesespeciÞcationsis widely
deployed asyet. Both arecomplex. Both have numerousopera-
tional challenges.Variousadditionsto eachhave beenproposedin
numerousInternet-Drafts.

1.1 Mobile IPv4
The basicprinciple of Mobile IPv4 is that packets from Cor-

respondentNodesalwaystravel to the Mobile NodeÕs conceptual
homeaddress,H, locatedat the IP network that forms the nodeÕs
HomeNetwork (HN). Then,if theMobile Node(MN) is not con-
necteddirectly, a Home Agent (HA) locatedon that last-hopIP
subnetwork will acceptthepacketsaddressedto theMobile Node
and forward them to the Mobile NodeÕs current location, at its
Care-of-Address(CoA), using IP-in-IP tunnelling of the original
packet. However, packetsfrom theMobile Nodeto theCorrespon-
dentNode(CN) travel directly, usingnormalrouting,(exceptwhen
theCN is itself mobile,in whichcasethereturnpacketstravel back
to the CN via the Home Agent acting for the CN). This packet
forwardingpathformsa trianglewith verticesat theCN, theHA,
andthe MN. EachMobile Noderequiresat leastonetrustworthy
HomeAgent to forward trafÞcon its behalf. Thepresenceof this
triangleroutingmayincreasethelatency for packet travel from the
CorrespondentNode to the Mobile Node. Additionally, the path
asymmetrymayperturbsomeprotocolbehaviour at higherlayers,
e.g.TCPÕsÒACK clockingÓbehaviour for ratecontrol.

Figure1 showsthenetwork handoff diagramfor anetwork-layer
handoff usingMobile IPv4. SinceIPv4 doesnot supportstateless
auto-conÞguration,DHCPis included.After movementisdetected,
thereis timeperiodof around3 round-triptimes(RTTs)beforedata
canßow from thecorrespondentnodeto themobilenode.

1.2 Mobile IPv6
Mobile IPv4 andMobile IPv6 arebasedon thesameunderlying

concepts,but the implementationdetailsare somewhat different.
First, thesimilaritieswith Mobile IPv4 will bediscussed,andthen
thedifferences.

With Mobile IPv6, eachMobile Node (MN) hasa permanent
IPv6 address,which is calledits HomeAddress. This is usedasa
stableidentiÞerfor the Mobile Node. For example,TCP session
stateis boundto theMobile NodeÕs HomeAddress.So,regardless
of wheretheMobile Nodeis connectedto thenetwork, transport-
layer protocols(e.g. TCP, UDP) andapplicationprotocolsname
thenodeusingits HomeAddress.As with Mobile IP, aCorrespon-
dentNodethatwishesto communicatewith theMobile Nodewill
sendpacketsto theMobile NodeÕs HomeAddress.Then,a Home
Agent (HA) locatedon thesameIP subnetwork asthatHomeAd-



Figure1: Mobile IPv4 handoff time-sequencediagram

dresswill forwardtrafÞcto theMobile Nodeat its currentlocation.
TheMobile NodeÕs currentlocationis indicatedby its Care of Ad-
dress, which is usedasa locator. TrafÞc forwardedbetweenthe
HomeAgent andthe Careof Addressis sentvia an IP-in-IP tun-
nel. The HomeAgent alsorespondsto IPv6 NeighborDiscovery
protocolmessages,includingDuplicateAddressDetection(DAD),
thatareintendedfor theMobile Nodeandarepresenton theHome
AddressÕs subnetwork whenever theMN is absent.DuplicateAd-
dressDetectionsigniÞcantlyslowsthenetwork-layerhandoff time,
which hascausedtheIETF to explorewaysto optimiseDAD.[14,
7, 8] Mobile IPv6 introducesanew Mobility Headerwhich is used
to carryvariousmobility-relatedcontrolmessagesbetweentheMo-
bile NodeandtheHomeAgent.Thesecontrolmessagespermitthe
Mobile Nodeto inform theHomeAgentof any changesto its cur-
rent location,includingwhentheMobile Nodecomeshometo its
HomeAddress.

Unlike Mobile IPv4, packets from the Mobile Node are tun-
nelledbackto the HomeAgent, decapsulatedfrom the tunnelby
theHomeAgent,andthenareforwardedalongto theultimatedes-
tination. This IPv6 tunnellingincursa Þxed40 byteoverheadper
packet tunnelled. So the ÒtriangleroutingÓissueof Mobile IPv4
doesnot exist in thesameform with Mobile IPv6. This difference
helpsensurethattrafÞcfrom theMobile Nodewill not bedropped
dueto ingressIP addressÞltering.[3]Unfortunately, this tunnelling
is computationallyexpensive, increaseslatency, andcausespacket
fragmentation.

In orderto eliminatesomeof this tunnellingandalsoto gener-
ally reducepacket latency, Mobile IPv6hasanoptionalmechanism
to provide RouteOptimisation. With this mechanism,the Mobile
NodeinformstheCorrespondentNodeof its actuallocationwithin
the network by exchangingbinding update(BU) messages.This
optimisationreducesthechancethatpacketswill needto be frag-
mented,and generallyreducesthe round-trip time, but the addi-
tional overheadof the HomeAddressOption or Routing Header
meansthat somepacketswill still needto be fragmentedprior to
transmissionandreassembleduponreceipt.

Figure2 showsthepacket time-sequencediagramfor anetwork-
layer handoff using Mobile IPv6. Since IPv6 includesstateless
auto-conÞguration,DHCPis omitted.After movementis detected,
thereare 3 round-tripsplus DuplicateAddressDetection(DAD)
delaysfor 2 differentaddresses(link-local andglobal unicast) re-

Figure2: Mobile IPv6 handoff time-sequencediagram

quired beforedatacan ßow from the correspondentnodeto the
mobilenode.

2. MOBILITY THROUGH NAMING
This sectiondiscussesour claims that ILNP could be usedto

provide a suitablesolutionfor the key problemspaceof enabling
mobilehostsandmobilenetworks.

Insteadof proposingnew additionsor changesto the existing
Mobile IP protocols,we seeka new approachto mobility basedon
theprincipleof separatingthenamesfor Identityfrom Location.At
present,thedeployed Internetusesthesamename,an IP address,
sometimesto identifyendnodes(e.g. by TCPor UDP), andother
timesto locatean endnode(e.g. by routing protocols). Various
issuesarisefrom thissemanticoverloading.Weseekto solve them
by breakingthe IP addressinto two separateparts. The Þrst is
calledanIdentiÞerbecauseit is only usedasanendnodeidentiÞer
(e.g.with TCPor UDP).Thesecondis calleda Locatorbecauseit
is only usedby thenetwork-layerto sendpacketsto thesubnetwork
wherethenodeis located.While thiscanbeundertakenwith either
IPv4or IPv6, theexpositionis simplerif oneconsidersIPv6.

2.1 SeparatingLocation fr om Identity
TheIdentiÞer-LocatorNetwork Protocol(ILNP) [1] proposesto

split the IP Addressinto two distinct components.The Þrstcom-
ponentis theLocator. A Locatornamesasinglesubnetwork andis
topologicallysigniÞcant.The secondcomponentis the IdentiÞer.
An IdentiÞernamesa singlenodeandis not topologicallysignif-
icant. This split is believed to enablean improvednetwork archi-
tecture,particularlywith respectto mobility andmulti-homing. In
the new architecture,the setof IdentiÞersusedby a nodecanbe
very long-lived,but the setof Locatorscould be very short-lived.
As anodemovesfrom onepointof network attachmentto another,
the IdentiÞer(s)typically are constant,but the Locator(s)change
with eachmove to a differentsubnetwork. With ILNP, upper-layer
protocols(e.g. TCP, FTP) includetheIdentiÞer, I, in their session
state,but never includetheLocatorin their sessionstate.We note
that separatingLocation from Identity to supportmobility is not
new; certainly theconcepthasbeenproposedin NIMROD, in the
GSEproposalfor IPv6,andin HIP.[2][12][10][9]

We call our approachILNPv6 as it is derived from IPv6. We



use128-bitaddressesasin IPv6, but usethehigh-order64 bits of
the address(alsocalled the RoutingPreÞx)asour Locator, L. A
Locatornamesa sub-network, not anendnode.Thelow-order64-
bits of the IPv6 addressbecomeour IdentiÞer, I. IdentiÞervalues
areextremely likely to beglobally unique,becauseof theway that
they arecreated,andalwaysmustbe uniquewithin the scopeof
a givenLocator. By default, IdentiÞervaluesarein IEEE EUI-64
format andareformedfrom oneor moreIEEE MAC address(es)
associatedwith thenode1. Whencreatedin thisway, IdentiÞersare
normally globally unique.2 However, ILNP only requiresa very
high probability that the IdentiÞeris globally unique.[1] If there
were two nodeson the global Internetthat happenedto acciden-
tally beusingthesameIdentiÞer, another nodecouldcommunicate
with bothof thosenodessequentially, but couldnot communicate
with bothat thesame time. Notethat theIdentiÞerdoesnot name
an interfaceandis not tied to the interfacefrom which it takesits
value;a MAC addresssimply providesa convenientway to create
an IdentiÞervery likely to be uniquewithin the scopeof a given
Locator.

2.2 ILNPv6
ILNPv6 canbe implementedasa setof backwards-compatible

extensionsto IPv6. ILNPv6 usesthesamepacketheaderformatas
IPv6,exceptthateach128-bitIPv6AddressÞeldis split into sepa-
rate64-bit Locatorand64-bit IdentiÞerÞelds.SotheSourceIPv6
AddressÞeldis split into a SourceLocatorÞeldandSourceIden-
tiÞerÞeld,while theDestinationIPv6 AddressÞeldis split into a
DestinationLocatorÞeldanda DestinationIdentiÞerÞeld. With
ILNP, theIdentiÞerÞeldis alwaysformedfrom anIEEEMAC ad-
dressassociatedwith the node. This might be any MAC address
thatbelongsto thenode,becausetheIdentiÞernamesanoderather
thannaminganinterfaceof anode.

0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|Version| Traffic Class | Flow Label |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Payload Length | Next Hdr | Hop Limit |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| |
+ Source Locator +
| |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| |
+ Source Identifier +
| |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| |
+ Destination Locator +
| |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| |
+ Destination Identifier +
| |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

Figure3: ILNPv6 packet header

With ILNPv6, upper-layerprotocols(e.g.UDP, TCP)aremodi-
Þedto only usethe64-bit IdentiÞervalues.For example,theTCP
pseudo-headerchecksumfor ILNPv6 only usesthe 64-bit Iden-
tiÞers, never the 64-bit Locators. The Locator values are only
usedby the network-layer and only for forwarding packets be-
tweensourceanddestination.This decouplingmeansthatchanges
to Locatorvaluesareinvisible to the transport-layerandotherup-
per protocol layers. In turn, this facilitatesa simplerapproachto

1IdentiÞervaluescanbe formed in otherwaysbut we defer that
discussionbecauseof lackof space.
2The exceptionherewould be if a singleMAC addresswereac-
cidentallyburnedinto two differentsystemsdueto manufacturing
error.

mobility andmulti-homing. This alsomeans,asa sideeffect, that
NAT, which would only affect theLocators,hasno impacton the
transport-layeror otherupper-layerprotocolswhenILNP is in use.

IPv6NeighborDiscovery is usedunchangedin ILNPv6, solast-
hoprouters neednot change.Also, sincetheLocatoris effectively
theIPv6 routingpreÞx,it is clearthatcoreroutersandroutingpro-
tocolsneednot change.A mobile nodemay discover its Locator
value much the sameway it might discover its IP routing preÞx
today, throughRouterAdvertisementsandRouterSolicitations.

Also, we proposethata new, moreabstract,networking API be
provided. Unlike thecurrentBSD Socketsparadigm,this new in-
terfacedoesnot useaddressesor thesockaddrdatastructure.The
new API usesdomain-namesinsteadof addresses(and service-
namesinsteadof portnumbers).While currentapplicationshaveto
call separatelyinto theDNS Resolver library to translateDNS in-
formationinto numericvaluesthatcanbeplacedinto a BSD sock-
addrdatastructureto begivento theBSD Socketsinterface,in the
future,applicationscanjust provide thedomainnameinformation
to create,open,or respondto a network session.In this, we fol-
low theexampleof theJavaprogramminglanguage,whichalready
offersamoreabstractednetworkingAPI optionto applicationwrit-
ers.We believe that this new API will prove easierto use,making
it easierandfasterto createnew networkingapplications.Thenew
API, by providing datahiding of lower protocol layer details,en-
couragesapplicationauthorsnot to delve into the lower protocol
layerdetailswhendesigninganapplicationlayerprotocol.

2.3 Domain NameSystemUsagewith ILNP
ILNP requiresthe creationof two new DomainNameSystem

(DNS)ResourceRecords,anI recordandanL record.TheI record
is usedto hold the IdentiÞer(s)associatedwith a domain-name,
while the L recordis usedto hold the Locator(s)associatedwith
that samedomain-name.Normally, if onerequests eitherthe I or
L recordsfor a given domain-name,then all I and all L records
associatedwith thatdomain-namearereturned.

As an optimisation,threeotherDNS resource recordsarealso
added.ThePTRL andPTRI recordsareused togetherto perform
a reverselookup. Whenoneperformsa PTRL lookup on a given
Locator value, the fully-qualiÞeddomainnameof the authorita-
tive DNS server for that subnetwork is returned. In turn, if one
then sendsa PTRI lookup requestwith someIdentiÞervalue to
thatauthoritativeDNSserver, thenthefully-qualiÞeddomainname
(FQDN) of the nodeon that subnetwork with that IdentiÞeris re-
turned.(TheLP recordis discussedin Section2.5below.)

With the currently deployed IPv4 Internet,scalability of DNS
dependsupontheability of lower-level (i.e. closerto theenduser)
DNS resolvers to cache(1) the NS recordsusedto indicatezone
delegation3 and(2) alsotheA recordsof theupper-level (i.e. closer
to theroot)DNSserversassociatedwith thoseNSrecords.In turn,
this dependsuponthatsmallsetof NS andA recordshaving mod-
eratelylong lifetimes. Many top-level DNS servers, for example
F-Root, useBGP anycastingwith replicatedservers, rather than
BGP site-multihoming.[4]The BGP anycasttechniqueswork un-
changedwith ILNP, so upper-level DNS servers can continueto
have moderately long lifetimes for their A (or AAAA or L & I)
records.Also, DNS resolverswill continueto cachelearnedDNS
resourcerecordsfor theconÞguredlifetimesof eachlearnedDNS
resourcerecord. So the deployed DNS will continueto scaleas
well with ILNP asit doesfor thecurrentIPv4 Internet.

In practice,the currentlydeployed IPv4 Internetis heavily de-
pendentuponthe properoperationof the DomainNameSystem.
3For example,thedelegationby a root server of .COMto someset
of authoritativeDNSservers.



InternetServiceProvidershave understoodfor morethana decade
thatusersareunableto distinguishNetworknotworkingfrom DNS
not working. For example,while in theoryonemight usea raw
IPv4 (or IPv6) addressto connectto someweb server, it is very
likely that the web pagereferencedwill in turn referencedomain
namesembeddedin URLsfor externalobjectsrequiredto loadthat
singlewebpageproperlyin oneÕswebbrowser. As asecondexam-
ple, many deployednetwork AccessControlLists (ACLs) require
thatDNS reverse(i.e. PTR) lookupsof theoriginatorÕs IP address
resolve properlyto a fully-qualiÞeddomainname.SuchDNS res-
olution will fail, of course,if theDNS itself is down. In turn, this
will causetheACL rule to droppacketsfrom theoriginator. In the
particularcaseof IPv6, usershave found it awkward to useraw
IPv6 addressesbecauseof the increasedaddresssize (compared
with IPv4) andhexadecimalformat. For ILNP serversor clients
that arerelatively stationary, onecould hand-conÞgurethe L and
I valuesfor thatnodeinto oneÕs applicationandILNP would con-
tinueto work. Hence,theInternetÕs dependenceuponproperoper-
ationof theDNS continuesto exist with ILNP, but is neithernew
normadeworseby ILNP in practice.

Similarly, with thecurrentlydeployedIPv4 Internet,evenif one
hasanIP addressfor a givennode,attemptsto usethat IP address
to reachthenodemight not succeedin all cases.Therearea wide
rangeof faults that might causesuchconnectionattemptsto fail.
In thesimplestcase,onemight have thewrongIP addressfor that
node.4 Alternately, thenodeitself might bedown. Also, thenode
might be a laptop computerthat is up but not connectedto the
global Internetat that moment,or theremight be a routing fault
somewherealong the path from the originator to the destination.
With the currentInternet,it is often impossibleto know which of
thesecausesis preventingtheconnectionattemptfrom succeeding.
Sotheinability to know whichfault typeappliesto agivenconnec-
tion failureis neithernew normadeworseby ILNP.

2.4 Mobile Hostswith ILNP
With ILNP, mobility supportis a native propertyof thenetwork

protocol,ratherthanan add-onprotocol. In fact,with ILNP, mo-
bility andmulti-homing aresupportedby a commonsetof mech-
anisms. When a mobile node changesits location, its Locator
will change.At that point, the mobile nodesendsICMP control
messagesÐLocatorUpdate(LU) messagesÐ to all existing cor-
respondentsinforming of the nodeÕs new Locator(s). TheseLU
messagesareauthenticatedto prevent forgeryattacks,eitherusing
a lightweight non-cryptographicmethodthat preventsoff-path at-
tacksor usingmorecomprehensive cryptographicauthentication.
Additionally, the mobile nodeupdatesthe setof L recordsin its
DNS entry by usingSecureDynamicDNS Update.[13]If the di-
rectICMP messagesarenotdeliveredto anexistingcorrespondent
for any reason,thenthatcorrespondentcanlearntheupdatedLoca-
tor(s)by making a DNS query. New correspondentswill discover
thecurrentLocator(s)throughtheDNS aspartof thenormalses-
sion initiation process.Sowith ILNP thereis no routingtableim-
pactdueto mobility and we eliminatethe protocolcomplexity of
thecurrentMobile IP techniques.

Neithera HomeAgentnor a ForeignAgent is neededfor ILNP,
unlike bothMobile IPv4 andMobile IPv6, sinceILNP nodessup-
port IETF SecureDynamicDNS Update. SecureDynamicDNS
Updatedoesrequirea packet exchange,but this packet exchange
neednot be initiated or completedbefore the Mobile Node up-

4For example,becauseDHCPwith dynamicIP addressingis in use
andthe nodeÕs IP addressvariestemporallyor becauseof renum-
beringor becauseof anupdatingfaultwhenusingtheexistingIETF
standardSecureDynamicDNS Updateprocedure.

Figure4: ILNP mobility handoff time-sequencediagram

datesits existing correspondentswith the Mobile NodeÕs new lo-
cationusinga LocatorUpdate(analogousto the IPv6 bindingup-
date). Microsoft Windows XP clientsandserverssupportSecure
DynamicDNSUpdate,soit is widely available.[6]Further, Secure
DynamicDNS Update is usefulin thecurrentInternetandalready
is deployed in someplaces.Anotherpotentialissuewith ILNP is
its relianceon DNS Securityto authenticatedomain-name,Identi-
Þer, andLocatormappings.However, ILNP usestheexistingDNS
Securitymechanismdesignedfor theIP Internet.ThedeployedIP
InternethassigniÞcantvulnerabilitiesif DNSSecurityis not in use,
sowe needDNS Securityfor theexisting IP Internet,i.e. indepen-
dentof thequestionof usewithin ILNP.

DuplicateAddressDetection(DAD) is not requiredfor ILNP
becausethe IdentiÞeris formed from an IEEE identiÞeralready
presentwithin the node,unlike Mobile IPv6. The IEEE EUI-64
valueis very probablyglobally unique. However, link-layer com-
municationswill fail Þrstshouldmorethanonenodeon thesame
link try to usethesameMAC address.So ILNP doesnot needto
considerthatcase.Theabsenceof DAD reducesthenetwork-layer
handoff latency.

ILNP never requirespacket tunnelingandalwaysusesoptimal
routing throughthe normalrouting mechanisms,unlike both Mo-
bile IPv4 andMobile IPv6. The eliminationof tunnellingmight
signiÞcantlyimproveperformance,bothdueto theoptimisedrout-
ing of packetsandtheabsenceof packet fragmentation/reassembly
dueto tunnellingoverhead.

Figure3 showsthepacket time-sequencediagramfor anetwork-
layerhandoff usingILNP. SinceILNP supportsstatelessauto-conÞguration,
DHCPis omitted. After movementis detected,only 1 RTT and1
LocatorUpdatearerequiredbeforedatacanßow from the corre-
spondentnodeto themobilenode. ILNP canprovide muchlower
network-layerhandoff latency thaneitherversionof Mobile IP.

2.5 Mobile Networks and Multi-homing
An increasingconsiderationwith IP is thatof multi-homing(in-

dependentof Mobile IP). Additionally, thereis a growing interest
in mobilenetworks,i.e. from theIETF NEMO WG charter5:

ÒTheNEMO Working Group is concernedwith managing the
mobilityof anentirenetwork,which changes,asa unit, its pointof

5http://www.ietf.org/html.charters/nemo-charter.html



attachmentto theInternetandthusits reachability in thetopology.
The mobile network includesone or more mobile routers (MRs)
which connectit to theglobal Internet.
A mobilenetworkis assumedto be a leaf network,i.e. it will not
carry transittrafÞc.However, it couldbemultihomed,eitherwith a
singleMRthathasmultipleattachmentsto theinternet,or byusing
multipleMRsthatattach themobilenetworkto theInternet.Ó

With ILNPv6, multi-homing,nodemobility andnetwork mobil-
ity are essentiallyhandledby the samemechanism:throughthe
changein thevalueof theLocator, L. Whena mobilenodemoves
to anotherIP sub-network, it will changeits valueof L, discover-
ing a suitablevaluelocally from RouterAdvertisements.An ILNP
nodemay hold andusemorethanonevalueof L concurrentlyif
it is multi-homed,whetherthrougha singlerouterthathappensto
be multi-homed,or throughmultiple routers,eachoffering a dif-
ferentvaluefor L. With ILNP, a mobilenetwork canbeseenasa
specialcaseof multi-homing: valuesof L canbe changedassite
connectivity changes.

ILNP addsan additionalDNS resourcerecordto enablesim-
ple andscalablemobilenetworks. We introducetheuseof a fully
qualiÞeddomainname(FQDN) to namea mobilenetwork, intro-
ducinganextra level of indirectionin naminga node.A nodethat
is connectedto a mobilenetwork mayusea LP (LocatorPointer)
recordin theplaceof anL record.WhereaL recordwouldprovide
a 64-bit Locator associatedwith the node,a LP recordprovides
the FQDN of the mobile network that the nodeis connectedto.
Soif onedoesanL recordlookupon a nodeÕs domain-name,theI
records,L records(if any), andLPrecordsareall returned.Thecor-
respondentthenperformsanL recordlookup in theFQDN found
in theLP recordto learntheactualnumericLocatorvalue.TheLP
recordis a performanceoptimisation;onecould useindividual L
records,at thecostof numerousDNSupdatesbeingrequiredwhen
amobilenetwork moves.

Of course,whilst we have describedthis mechanismfor usein
mobilenetworks,it is alsousefulfor ÞxednetworksusingILNP. In
all cases,it actsto reducethevolumeof thedatain a DNS server
for asiteandalsoto improvemanageabilityof theDNSdata.

3. OTHER BENEFITS
With our discussionabove, ILNP could be consideredyet an-

other IP mobility proposal. So, in this section,we try to address
our claimsthat ILNPv6 would have additionalbeneÞtsin thenet-
work architecture.Note that thesebeneÞtsareuseful in general,
andnot just for mobile IP networks. It is also importantto note
thattheseareall nativecapabilitiesthatnaturallyarisefrom theen-
hancednamingscheme,ratherthanbeingbolted-onwith special-
purposemechanisms.

3.1 NAT For Free
As we have notedabove, with theuseof IP addressestoday, as

theTransportprotocolstateis tied to thewholeof the IP address,
operationof localisedaddressingusingNetwork AddressTransla-
tion (NAT) causesproblems for end-to-endcommunication.The
NAT box mustperforma largeamountof work perpacket,aswell
asholdsomeapplicationstatein somecases.With ILNPv6,asonly
theIdentiÞer is usedin Transportsessionstate,andis not usedfor
routing,theLocatorvaluecanbechangedby theNAT asrequired,
withoutaffectingtheend-to-endconnectionstate.SoNAT andmo-
bile nodes,or evenmobilenetworks,canwork togethereasilyusing
ILNP.

3.2 IP Security Without the Fuss
IETF IP SecurityalwaysneededanodeidentiÞerthatwasnotan

IP address,but nosuchnamespaceexistsin thecurrentarchitecture.
So,IP SecurityAssociations(SAs)wereboundto IP Addressesin-
stead. With ILNP, IPsecSecurityAssociations(SAs) are bound
to the IdentiÞervaluesonly, not to the Locator values. Further,
the IP AuthenticationHeaderomits the Locator Þeldsin its cal-
culations. Thesechangesdo not introducenew attacks.Together
this meansthatAH andESPnow will work througha NAT device
without requiringany specialÒNAT TraversalÓsupport.IPsecSAs
retainend-to-endstatethroughuseof the IdentiÞervalue,andso
will work with NAT, mobile nodes,and/ormobile networks. We
arecontinuingto explorethesecurityramiÞcationsof ILNP.

3.3 Mobile and Network Realms
Thereis growing interestin usingIP for providing communica-

tion mechanismsbetweennon-IPedgenetworks.Whilst tunnelling
is always possible,and may be the most appropriateand desir-
ablemechanismin someapplications,amorelightweightandgen-
eralapproachfor communicationbetweendifferentnetwork realms
maybedesirable,especiallyfor somemobileapplications.

We note from our discussionabove that while the Locatorhas
a well-deÞnedsemanticfor the IP network layer, the IdentiÞeris
opaqueandits valueis not important.Similarly, theTransportlayer
stateis not tied to the Locator, only to the IdentiÞeranddoesnot
make useof theLocatorvalue. So, it shouldbe possible,in prin-
ciple, to run TCP andUDP acrossnon-IPprotocolsat the edges
of thenetwork andstill allow end-to-endcommunication acrossan
IP core, given a suitablenetwork layer gateway at the boundary
betweentheIP andnon-IPnetwork realms.

For example,thereis muchinterestin useof wirelessandmobile
sensor/actuatornetworksandsuch edgenetworksthatmaynot use
IP. However, an IdentiÞervaluecould be usedin sensor/actuator
devices,especiallyoneformedin theIEEEEUI-64syntax,in order
to allow stateto bemaintainedacrossnetwork realms.

Also, MANETs maybeneÞtfor inter-MANET communication,
or communicationwith non-MANET nodesthroughthe useof a
namingapproachbasedon ILNP.

3.4 Incr ementalDeployment
We believe that ILNPv6 canbe incrementallydeployed. As we

have explainedabove, asthe most-signiÞcant64-bits of the ILNP
address,theLocator, coincidewith theIPv6routingpreÞx,thecore
routersandroutingprotocolsdonothave to change.

Of course,end-systemnetworkingsoftwarewill needto change.
Thenetwork layeroperationwill bemodiÞedto recognisethe I:L
split in the IP address,andalsoto keepstatefor currentI:L bind-
ings. NeighborDiscovery shouldnot have to change,however. It
shouldbepossibleto have mixedconcurrentoperationof ILNPv6
andIPv6,onaper-sessionbasis,with ILNPv6-enablednodes.

We believe that a versionof ILNP basedon IPv4 is alsopossi-
ble. Engineeringwould not beaselegantasfor ILNPv6, usingthe
currentIPv4 addressasthevaluefor L, andrequiring anIP option
headerto carry the I value. However, given the discussionabove
onNetwork Realms,at thispoint,webelieveprotocolsaboveILNP
shouldbeableto interoperatethroughgateways.

Themostdisruptive changeto existing infrastructureis likely to
be the increasedrelianceon DNS. Although we believe that for
small scaledeploymentandtesting,a modiÞedhostsÞlecouldbe
used,for operational deployment, the DNS has to be upgraded.
Even then,no wholesaleupgradeto all DNS serversandlibraries
is required:only thoseservingILNP nodesneedthenew records,
(L, I, PTRI, PTRL,LP), andthenonly thoseservingmobilenodes
needtheDynDNSandDNSsecsupport.



3.5 No FreeLunch
Themainpotentialissueis felt with thenew useof naming.Net-

work interfacesno longerhave a globally routablename,asthey
have with IPv4 andIPv6 addresses.This is likely to affect some
network managementapplicationsmost. For example,this might
requirechangesto SNMPMIBs andSNMPapplications.

In someexisting applications,notably FTP, the IP addressis
(mis)usedasanapplication-layername.NATsalreadyhave to deal
with this. Suchapplicationswill have to bemodiÞed.Indeed,ap-
plicationswill beforcedinto specifyingapplication-speciÞcname-
spaces,ratherthanjust usinga namspacethat is derived from the
use of IP addresses.We encourageapplicationsto use domain
namesinstead,however (seediscussionabove on a new API). Of
course,somenetwork managementapplicationsmight still needto
useI andL valuesdirectly; this is notprecluded.

Relianceon the Domain Name Systemis more explicit with
ILNP, which is a naturalconsequenceof the focuson the useof
namesanddynamicnamebindingsbetweenobjectsto implement
the mobility andmulti-homingfunctions. However, the potential
issuesfrom DNS faultsalreadyexist with the deployed IPv4 In-
ternetandexisting IETF DNS standards.Apart from theÞve new
recordtypesproposed(i.e. I, L, PTRI,PTRL,LP), theSecureDy-
namicDNSUpdateandDNSSecuritymechanismsarealreadyde-
Þnedandarebeingdeployedindependentlyof ILNP: ILNP simply
leveragestheir existing standardisationandgrowing availability.

4. CONCLUSIONS
Whilst ourwork is ongoing,andwehavenotcompletedaproto-

type,we take thepositionthatgiventheright namingarchitecture,
mobility becomesa naturalcapabilityof thenetwork. Without re-
quiring specialpurposemobility infrastructurethat might be hard
to implementanddeploy, expensive to operateandmaintain,and
without theneedfor mobile-speciÞcengineeringenhancements,it
is possibleto offer mobility asa Þrstclassfunction integratedin
thenetwork architecture.

In thenext 12 months,we intendto build aninitial prototypeof
ILNP in BSD Unix and test it betweenSt Andrews and London
usingtheUK JointAcademicNetwork (JANET).
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